Cubicle vs. the Coffee Shop

Behavioral Modes in
(Enterprise) End-Users

Frederic Giroire
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Motivation

® Previous studies of user profiles used traces
collected “in-network”

® Corporate networks today have 50-60% mobile
hosts

® When profile is constructed in one environment,
how different in another?
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Data

® 350+ users, all running Windows XP SP2 custom
build

® Collection software (windump+custom app) ran
on laptops and (few) desktops
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Recruiting users

1400+ people polled from across 3 business units
Up front and clear statement about intended use
Explicit consent-- software was installed by users
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Environments

® limited protection

* moderately provisioned

* limited access to inf.
services




Questions

® How do users spend their time across
environments
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A month in the life of a laptop

(.| | ] [
Ml B R (R
. IJ_I . inside

Mon Q1-15 Tue Wed Thu Fri Sat Sun

v T

Mon Q1-22 Tue Wed Thu Fri Sat

L N I e
. Il EEIIN .
L 100l Im | I

Mon Q1-29 Tue Wed Thu Fri Sat Sun

| N | |
H N | -. .
. I N N

Mon 02-05 Tue Wed Thu Fri Sat Sun




A month in the life of a laptop

(.| | ] [
Ml B R (R
. IJ_I . inside

Mon Q1-15 Tue Wed Thu Fri Sat Sun

v T

Mon Q1-22 Tue Wed Thu Fri Sat

LS I T
e Il EEIIN .
L IR0l IR I

Mon Q1-29 Tue Wed Thu Fri Sat Sun

| L | |
Ml | -. Nl
| I N

Mon 02-05 'Tue Wed Thu Fri Sat Sun




Environment Lifetimes

11hr

Deskbound employees?
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Questions

® How do users spend their time across
environments

® Are there very big differences in protocol
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TCP usage (connections)

95th %-ile of connections/|5 mins



Variation creates “exploit gap”

Current security static thresholds allow a larger operating region for

mechanisms ignore location malicious traffic to go undetected
context

detector threshold

at home
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Questions

® How do users spend their time across
environments

® Are there differences in protocol activity
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Network Services (ports)
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fraction of connections for web traffic (80,8080,8888)



Network Services (ports)

low volume of traffic on
these ports when INSIDE
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Network Services (ports)

B port 445
port 1025
B port 389

a different view-- “popularity” of the protocols



Conclusions

® Behavior is drastically different across all the
dimensions studied

® Profile constructed from averaged behavior not




Questions
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